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Abstract: IPv6 address space is very large. IPv6 unicast address is divided into two parts: network prefix and interface
identifier. The network prefix is assigned by Internet service provider (ISP), and the interface identifier can be determined
by manual configuration, random generation and the EUI-64 format. The IPv6 addresses determined by manual config-
ured and statically generation in EUI-64 format bring a risk of personal privacy leakage. However, randomly generated
IPv6 addresses sometimes do not meet the network access control requirements based on IP addresses. Therefore, a
ZUC-based dynamic addressing (ZBDA) algorithm was proposed. The MAC address of a network host was encrypted
using the ZUC stream cipher algorithm to generate a dynamic IPv6 address, which could be decrypted at the receiving
server to obtain the MAC address of host, and it can be verified the host’s access permissions from decrypted MAC
address. The ZBDA algorithm not only solves the problem of personal privacy leakage caused by improper IPv6 address-
ing, but also meets the network access requirements based on IP address control. Moreover, IPv6 address generation
speed and verification speed are fast. Therefore, the algorithm has the value of practical application.
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